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seL4 Summit 2019
seL4 Drivers for Trustworthy Devices: user -> developer -> researcher story with
towards capabilities from silicon thru apps intentionally ambiguous title J
stu.card@critical.com 6 Ndeviceso
g 6 Atrustworthyo
60 Adriverso: broad i ss.i
6 motivating example applications
0 prototype gateway stack components
0 Genode / selL4 verification
0 Syracuse Assured Boot Loader Executive
Alice and the Red Queen running tremdiin 6 Adriverso: device dri
illustratioby John Tenniel, 1871, now Ptiain 0 Adriver so: | essons |
https/commons.wikimedia.org/wiki/File:Alice_queen2.jpg 0 next steps

This work was performed as CTI IR&D plus SBIR/STTR efforts with o
Syracuse University, Genode Labs & Data61, supported QI Primary objective as / on behalf of users:
DARPAAFRL/RI, AFOSRO&DThe views, opinions and/or '€turn meaningtul control of devices and
findings expressed are those of the authors and should nof'G&VOrks to their proper owners, by enabling
interpreted as representing the official views or policies of thé B exitfromtheRe d  Queenos
orthe U S50 v 0t .by MAREBAas BISTAR case 298609.
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>
Ntrustworthyo
o not just trusted: a decision to trust a system should be based on evidence
6 several dimensions
0 Reliable: doesnodot fail i n isolation
60 Scalable: doesndét fail just because many are in
0 Secure:. doesnot fail due to malicious action
0 Resilient:

0 continues to provide some level of service even if partly broken
0 facilitates rapid restoration of full services

6 not binary: varying degrees of confidence along each dimension
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System

Protocol

Software

Hardware

Energy/ Power : not the microkernel ds p
draining attack depends on the scheduler to get the time to drain the battery

6 User Training: if a user trusts the system to do A, but it has actually been
designed [ & verified] to do Bé

O« (@ (@14 (@

O«
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motivating example applications

(we have really worked on 3 of these for clients, 3 as IR&D, and are proposing the rest)

RANalyzeemotespectrum analyzer (Xilinx Etnascate ARM based)

OTT/IPTV mesh Content Delivery Network gateway-qAEs886

blockchathased cryptocurrency accepting vending machines

A MBortable Digitali f e0o pri vate c¢cloud computing
multicore/ multSA (e.g. ARM & RI$untime crosshecking

runtimesafety/security model compliance rfaysafe UAS shared airspace
autonomougcyberphysicallsystems w/machine learni®gnobilecode

DTN/IP/SDR gatewayB-LOS emergenayetworking

O« O« O« O« O« O« O« O«
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replicating autonomous agents

Amobile code can migrate nearer data sol
6bi do Auseful [/ fit [ dApr

source Aeachresource is owned by 1 agent
objects

Aeach agent demands credentials
oublish Aeach agent follows its own policy

B metadata & Asome agents also learn [utilities]

SUIEEie 6askd Aresource grants are capabilities

Acredential/capability tickets required at each stey

Anot only data but also code can be transformed |
put new human programmers ar@émetic Programming)

transform objects or Akey issue is certification of transformed code:
recipes credentials of parents do not apply to offspring, bt

influence decision to trust offspring
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or knock out 2 core links;

this energy distribution
grid is very robust

H Data Links

—— Energy Links
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or knock out 2 core links;
this data network also is
very robust (it has the
same structure as the
energy distribution grid,
rotated 60 degrees)

H Data Links

—— Energy Links
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But what if:

data switches need energy;
power switches need data?

H Data Links

—— Energy Links
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Cascading failures yield
complete collapse of both
separately robust networks,
made fragile by introduced
mutual dependence!

H Data Links

—— Energy Links
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many potential causes of widespread outage B
3 cyber attack
3z solar Coronal Mass Ejection
3 nuclear ElectroMagnetic Pulse
3z https://lwww.whitehouse.gov/presidential-actions/executive-order-
coordinating-national-resilience-electromagnetic-pulses prioritizes
Our very small company is working unfunded efforts (we need not only
funding but also technical help) to mitigate this existential risk by developing
trustworthy Beyond Line Of Sight wireless gateways
3z WIiFi, LTE CBRS, SATCOM, HF
3z local non-volatile storage
3 alternate power sources
fgueril l ao commer cf
3 |P Set Top Box (video etc.) '
3z other nominal-condition services
many issues to address
seL4 hel ps w/ someé

Wind & solar powered light pole, adaptable as
Delay/Disruption Tolerant Network (DTN) /
"= Internet Protocol (IP) wireless mesh router
pole; photo used by permission of Colite
Technologies www.colitetech.com

Solar & ham radioequipped Prius;
photo used by permission of
CDR (ret.) Bob Bruninga WB4APR
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Tahoe-LAFS architecture

prototype gateway stack components (1 of 3)
6 Delay / Disruption Tolerant Network (DTN, RFC Tahoe LAFS

storage servers,

4838 etc.) fAiBundl e Pr g S

Tahoe-LAFS gateway Tahoe-LAFS clisnt
® Tahoei Least Authority File Store stﬁg":‘%goim Tios LAFS
aver ! REST

3k of n distributed storage
3 strongly encrypted
3 capability based access
0 Host Identity Protocol (HIP, RFC 4423 etc.)
3z identifier 1 locator deconflation
3 Hl private key is authentication capability
3z |P address binding is location capability
0 GNU Radio Software Defined Radio (SDR)
3 XML specified graph -> auto-generated
Python composition of C++ blocks
3 strong security needed for FCC approval
3 hatural for decomposing into components

TehosLAFS | HTTB(E) web-API
stosaga T —
client over HTTR(S)

or (S)FTF

secutity perimeter for confidentiality and integrity

Red means that whosver controls that link or that machins can
sze and change the contents of vour files. You »2ly on that
component for -:.ﬂn'l:laﬂnahh and integrity.

Black means that control of that link or that machine doss not
give the ability to sz or change the contents of your fles.
You do mot refy on that component for confidentiality or
integrity.
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prototype gateway stack components (2 of 3)
6 component framework

3 VMs each on its own unprivileged VMM

3 or Sculpt natively component-oriented OS
0 Genode (see slide after next)

0 selL4d
3 GENODE

[ on | o | wred | win |
: i

Di stribution

St atement

Drivers
| Framebuffer | Block
Driver | Driver
/
= e,v"buA‘ 1 v
I ACPI | Platform | USB Driver Dynamic
Discovem_, Driver Driver Manager Init
€ { F o P‘Sz l!:eL ) J:4 | 'nl L
Dnver‘ <<<<<<<<<<<
I
| Input
Filtr
platform input usb framebuffer block
oo RQ Microkernel / Core
A A0 Approved for Public Rel ease, Di stri
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prototype gateway stack components (3 of 3)
0 x86-64 w/Trusted Platform Module (TPM)

z  SABLE trusted/secure boot
3 Oour current primary prototype
6 ARM
3 Xilinx Zyng Ultrascale+ MPSOC -> RFSOC
3 our SDR integration prototypes
3 we got Genode / seL4 running on real ARM
hardware, inc. SabreLite (seL4 reference
platform), rather than just in emulation
3 how-to etc. https://genodl4arm.critical.com/
3 code patches
https://qgithub.com/CriticalTechnologiesinc/g
enode-sel4-arm
0 RISC-V
3 MicroSemi/MicroChip PolarFire FPGA SOC
has other strong security features
3z In discussion w/several silicon vendors on

adding Capability Hardware Enhanced RISC
Instructions (CHERI

Di stribution

St atement

SD Card - Backup files/image + non-
violate storage

SATA - large internal SSDs

TPM2.0 - For Hardware Root of Trust

60GB mSATA - Main OS + applications
(encrypted)

mPCle (open) - LTE modem
2.4/5 GHz Wifi

1/0 - 1x Serial (RS232), 3xGigabit
Ethernet, 2x USB3.0

3

Deterministic, Coherent CPU Cluster

A

Performance / Evant
/ : / Counters
128K Boot Flash RISC RISC.

RVB4IMAC RVB4GC
Monitor Core Quad Core

« Instruction Trace

« AXI Bus Monitors

« 50 Break Points
« Fabric Logic Monitor
« SmartDebug

« Debug Locks

Secure Boot

Deterministic L2 Memory Subsystem —— Coherent Switch

| ! f

DDR4/LPDDR4 Controller = AMBA Switch with Memory ion and QoS

| | f o

DDRIO PHY

Low Power
PolarFire™ FPGA
Architecture
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GenodeesourcedynamicallfvsCAmMKES

staticallygllocate& accessed via capabilities strictly

following process tree
TinyCoré&inux on Seoul VMM,

MS Windows 7 \dimtualBgx
both concurrently on Genode!

U Least privilegeapabilithased security

U Mixed criticality

A construct specealrpose OSes

A isolated components -sipgcific TCBs

U Dependability

A lightweight (~4 MB)

A account, trade, & track physical resources
U Scalability & CreRtform

A recursive system structure

A host existing OSes, VMMs

A x86,ARM [TrustZone]
U Open Source Community Support

A source code at GitHub

A several microkernels inc. seL4

A over 100 readiyuse components

Genode extends selL4 ecosystem &

seL4 handles several issues for Genode, esp.
A memory management

A intercomponent communications

A formal foundation for capabilities
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